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Share Expertise to Counter Cyber Attacks

Cyber Defense: Building on the Industry’s Culture of Mutual Aid

The North American energy grid is a complex inter-
connected network of generation, transmission, and
distribution systems operated by thousands of organ-
izations. Protecting the energy grid and ensuring a
reliable and affordable supply of energy are the top
priorities of the electric power and natural gas indus-
tries. Creating a “defense-in-depth” approach requires
partnerships and coordination with the government
and other critical infrastructure sectors. To coordi-
nate security strategies with the federal government
and other stakeholders, the electric power industry
has created a CEO-led partnership called the Elec-
tricity Subsector Coordinating Council (ESCC).

For decades, the electric power and natural gas
industries have operated voluntary mutual assis-
tance programs that work collaboratively to restore
service following storms, earthquakes, wildfires,

and other natural disasters. These mutual assistance
programs provide a formal, yet flexible, process for
companies to request assistance from one another.

Building on the industries’ culture of mutual assis-
tance, and informed by lessons learned from major
destructive cyber incidents overseas as well as by
exercises held in North America, the ESCC directed
the formation of the Cyber Mutual Assistance (CMA)
Program. The Program is a natural extension of

the electric power and natural gas industries’ long-
standing approach of sharing critical personnel and
equipment when responding to emergencies. By
coordinating with the government and providing
mutual assistance to address cyber threats, the elec-
tric power and natural gas industries are enhancing
our nation’s ability to defend and protect against
threats and to meet customers’ expectations.

Delivering and Coordinating Cyber Mutual Assistance: How It Works

m  The CMA Program is composed of industry cyber
experts who are able to provide voluntary assis-
tance to each other in advance of, or in the event
of, a disruption of electric or natural gas service,
systems, and/or IT infrastructure due to a cyber
emergency.

= Participation in the CMA Program is open to enti-
ties that provide, or materially support the provi-
sion of, electricity service or natural gas service.

m  Participation in the CMA Program, as well as any
decision to respond to requests for assistance
made under the CMA Program, is voluntary.

m  To participate in the CMA Program, entities must
execute a mutual non-disclosure agreement so
that all participants are assured that confidential
information they may share will be protected.

= Participating entities also must designate an
individual with appropriate cyber skills and experi-
ence, and the necessary authority, to represent the
entity in the CMA Program (the CMA Coordinator).

m  Cyber mutual assistance under the CMA Program
is intended to be advisory and short-term. It may
include services, personnel, and/or equipment.

®m  There is no cost to participate in the CMA Program
other than the reimbursement of the costs and
expenses of an entity providing emergency cyber
assistance.

= The CMA Program’s flexible proxy structure allows
smaller entities, such as electric cooperatives and
public power utilities, to participate in the program
through their statewide associations, joint action
agencies or similar regional organizations with
whom they have close relationships, offering these
entities a potentially more efficient way to engage.



Frequently Asked Questions
About Cyber Mutual Assistance

What is the Cyber Mutual Assistance Program?

The Cyber Mutual Assistance (CMA) Program is an
industry framework developed at the direction of the
ESCC to provide emergency cyber assistance within
the electric power and natural gas industries. The CMA
Program is composed of industry cyber experts who
can provide voluntary assistance to other participating
entities in advance of, or in the event of, a disruption of
electric or natural gas service, computer systems, and/
or IT infrastructure due to a cyber emergency. As the
CMA Program develops, additional initiatives will be
considered and implemented based on the needs and
input of the entities participating in the CMA Program.

How can | participate in the CMA Program?

To participate in the CMA Program, each partici-
pating entity must (1) sign a mutual non-disclosure
agreement, and (2) designate a CMA Coordinator.

What does a CMA Coordinator do?

A CMA Coordinator is a participating entity’s prima-

ry point of contact for all matters related to the CMA
Program. They are responsible for assessing relevant
cyber resources, considering and responding to another
participating entity’s request for assistance, and making
any requests for emergency assistance on behalf of the
entity they represent.

What are the qualifications for a CMA Coordinator?

A CMA Coordinator must be an individual with sufficient
authority to act on behalf of the participating entity
they represent. In addition, a CMA Coordinator must
possess or manage sufficient cybersecurity, operating
technology, and information technology skills and expe-
rience to be able to request, or respond to a request for,
a broad range of emergency cyber needs in the context
of a potentially complex and evolving cyber emergency.
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How does the Program work?

In the event of a cyber emergency, any participating
entity may make a direct request for assistance through
its CMA Coordinator to any other CMA Coordinator,

or may make a broader request to multiple or all CMA
Coordinators. Requests for assistance may be made in
response to a particular cyber emergency or in advance
of a threatened or anticipated cyber emergency.

What kind of assistance is provided under the
CMA Program?

In responding to a request for assistance, a participating
entity’s response is voluntary, intended to be advisory in
nature, and provided on a short-term basis. Assistance
may include services, personnel, and/or equipment.

Who is participating in the CMA Program?

Currently more than 210 entities, representing elec-

tric and natural gas investor-owned companies, public
power utilities, electric cooperatives, Regional Transmis-
sion Organizations and Independent System Operators,
and Canadian energy companies, participate in the CMA
Program. These entities cover more than 85 percent of
U.S. electricity and domestic natural gas customers and
more than 1.25 million electricity customers in Canada.

Is there an easy way for smaller entities to participate?

Yes. The CMA Program allows statewide associations,
joint action agencies and similar regional organizations
to serve as proxy organizations for smaller entities, such
as electric cooperatives and public power utilities, help-
ing them to save time and more efficiently engage with
the CMA Program.

For more information about the CMA Program or to become
a participant, please visit www.electricitysubsector.org/CMA
or contact cma@electricitysubsector.org.
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